£1 




WEST Search History 



<1 U*^ 1 



DATE: Wednesday, June 04, 2 003 

Set Name Query 

side by side 

DB=USPT; THES=ASSIGNEE; PLUR=YES; GP=OR 
L 1 0 19 and (manufacturS with tag$) 
5768384^ or 5673318.pn. 




12 an J (manu^ctur^with tag$)"^ 
uaTId^nmnufacturS with tag$) 
L5 andjjmartSL 
L4 and (tag$ with memor$) 
L3 and (tag$ same encryptS) 



L2 
LI 



Hit Count Set Name 
result set 



( L 2 and (verif$ with (product or go od s) with au thenticS)^ 
xTT and (authenticatS with (product or goods)) 



(authenticatS with (product or item or part or goods)) and (cryptS or 
encryptS or decrypts) and @ad<= 199804 14 



2 
2 
2 
0 
0 
5 
6 
46 
195 

707 



L10 
L9 
L8 
L7 
L6 
L5 
L4 
L3 
L2 

LI 



END OF SEARCH HISTORY 



1 of 1 



6/4/03 : 




q r^p^ erate c °" ectio11 



j Print I 



File: USPT 



Jun 16, 1998 



L8: Entry 1 of 2 
US-PAT-NO: 5768384 

DOCUMENT- IDENTIFIER: US 5768384 A 

TITLE: System for identifying authenticating and tracking manufactured articles 

DATE- ISSUED: June 16, 1998 



INVENTOR- INFORMATION : 
NAME 

Berson; William 

ASSIGNEE - INFORMATION : 
NAME 

Pitney Bowes Inc. 



CITY 
Weston 



CITY 

Stamford 



STATE 
CT 



ZIP CODE 



STATE ZIP CODE COUNTRY 
CT 



COUNTRY 



TYPE CODE 
02 



APPL-NO: 08/ 623078 [PfiT i Ml 
DATE FILED: March 28, 1996 

INT-CL: [06] HQA L 2./ SID. 



US 

us 



FIELD-OF-SEARCH : 380/51, 380/23. 283/74, 705/11, 705/28, 705/29 

PRIOR -ART - DI SCLOSED : 

U.S. PATENT DOCUMENTS 



~~SearchS^ 



□ 



PAT -NO 
^«4ft46 

^49fi70Q 

q£fifi421 



ISSUE-DATE 
January 1995 

May 1995 
June 1995 
January 1997 
September 1997 



PATENTEE -NAME 
Berson et al 
Berson et al. 
Berson 
Moore 

Pastor et al. 



US-CL 



380/51 X 
380/51 



ART-UNIT: 224 

PRIMARY -EXAMINER: Dombroske; George M. 
ASSISTANT-EXAMINER: Felber; Joseph L. 

ATTY-AGENT-FIRM: Reichman; Ronald Scolnick; Melvin J. Meyer; Robert 



6/4/03 2 4 



lof2 



ABSTRACT : 



This invention relates to a system for ^tstifY^^^^^^^&i^SSi^^^^--^ 
SfelclS of manufacture throughout their^nanuf acturing-and .-distribution, ch^nne^?. 
^The foregoing system utilizes: manufacturing meters that are located at authorized 
manufacturing locations and produce encrypted data that is uniquely associated with 
S manufactured article; a printer located at the authorized manufacturing 
locations so that the printer will print the information encrypted by the meter, 
which SLSted information is ^ycgd^to the manufactured article; a data center 
Supled Sothe manufacturing me^l^TaSd located at a site remote from the 
3" h , rinfl meters- means for producing information that identifies the 
mtnu JctureS g arti"es; m anS S a plurality of means . located ^S^^** 
the manufactured articles are checked by ocmoag^a^SS^^^ information on t 
article wAt^^A^Smatipn produced that^deiitif les the arl 



infjDrmation on the 

■^i^mipw/w .... .TITT-HZ -... 'Z^—J 

"art rcxe . 



22 Claims, 3 Drawing figures 
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gSTS^S^^^^ticatl-g and tracking manufactured articles 

S^Sn { riiate S to a sys^ f^^^^^^^^^ 
^iglesjof manufacture .^^^"^^e?! §a? arrr6catTd"a't-auth^i?ed 
The forgoing ^ st ^^" e ^^e da" that is uniquely associated with 

manufacturing lo ^ atl °^ s 3^%rh-T^Wd^tthB authorized manufacturing 
each manufactured article; a printer locacea ac u aT ,rnmt-Pri by the meter, 

locations so that the printer W1 .^f^^^ScSefSS; a data center 
which encrypts inf ^f^VLSrs and ?oca?ed at a SS remote from the 

manufa^ 

zrssAs^^ on the 

article- with the informatio n-produced^^^ 



fi ppl ir-al- jor. Filing Date (D 



Bri^f summary Text (14) : hbP nrior art by providing a system 

This invention overcomes ^ Lc l^t^^£^m &LJWmW&^ 
for^i-denfeifying^ithpnfirann^and J^^B^^^^^S^^^^^^^^^ 1 ^ 
^c^nroughout^i^m^^ 

utilizes: manufacturing meters .^t^re located at auc wifch each 

locations and produce ^rypfed ^^a that is uniquely manufacturing locations so 
manufactured article; a printer J^a^dat tnej^x pnrrypt - , Rd 
that the printer will print the ^ n ?°™^ n a ^g^ data center coupled to the 
information is affixed the manufactured article a manuf acturing meters ; 

manufacturing meters and located a as emo te manufactured art icles; and a 
means for producing infomtion that ^Senticity of the manufactured articles are 
^%n«SrSSi^?l^^ on the article with the information 
produced that identifies the article. 

Brief Summary Text . (15) : rrM) . p unioue °^ nT^ rt labels or tags which are 

Manufacturing meters are used to ^ r ^^ f ^ n ^ d e a ^tclTf rom the moment the article 
associated with and affixed to ^ he n ^g^ a 5g m ;-stamp-a.nd some OdentiticaJiion^ 
isjnamrfactujred. ^^^^^^^^^^^^£^^tTf^-^y^ 
L th^^£Mm^rJ^ c ^^ m t?^^^e location iffwh-ich^nr^iSre-was 
r f5n£Wins3¥™fac^ w £ who rated the 

^SHuTactured; the machine that ?roduc^ the article,^ p ^ etc Th 

machine that produced tne arcici.; ^Tified^bv' having information that may be used 
manufactured article may also be ^^"f^JJe the customs rating code, and 
downstream in the distribution chain For ^^e, £ne chain information is 

shipping »^^ to 5*^%SSg^^^^^a^prStSd as a code on the 
r ^^h- P ri~arid-/6T-! secured wi,th„a-digita-l-signature ana F visible or invisible 

SofS ioned label or tag^ T ^ftenter £ SfSKSdiS communication with the 
%o the unaided human eye. . The _ d f f r ^j^rib^ — -nffl ™ certificates to the 
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R ef erring now to the JUs in detail and more parti J|rl y^toFIG. 1,^ 

Reference character 11 represen ts a picker that ^ . g ^ plain Paper 

contains articles. The type of articles conta ^ fche city in whlch the 

Facsimile 13. The distributor of the articles for whic h the articles may be 

distributor is located at 15. the type o r equ y number of the articles 18. A 

a 1? ifi the color of the articles 17 ana tne w ig develope d 

^hel 20 containing an fncrypfftd bar code or a ™™J e ^ ( C °faf fixed to sticker 11. 
b f somforTn of ?he information contained on ^tickerll. ^ ^ ^ ^ an 

i^i. 4 ^ hUman eY£ - 

pe tnilpd nennripHon ]! ftXt form 26 that may be used to order manufactured 

FIG. 2 is a drawing of a order form ^ c £ of company 2 8 is te J e * at ^*' 8upp iy 

KanStte^^ 

ssrs ^s^^^s^jrs 6 ^ stress 

SI Sone^fM^ °i ^Ibel^^conSinlng an 

SSsXiS laper is entered in columns 33 3 35 by all c the 

fS^ofconfalned on^Ser r affixed^ order-form jj^wjU ^ ±> 

" or wKbie'^^^ ^"SoSLfSSSiS ^ifests. 

SiSed in the art that various other f orms i. | o ^t° of the above mentioned 
h^JS^fc - fang^medfufol expression i.e.. computer memory, 
diskettes, paper, etc. 

i w- n Jt-rt n r-rripl-^"" Tf>vt - : ■ rte interaction of manufacturing meter 25, 
5!f5 al ^ s J Tblotk diagram showing ^ "teracti on scanner 56 of the 

Manufacturing information input device 39 ; «^^ ufacturing -ter 25 are contained 

fnTsecurfbr^^^ 

unauthorized personnel ^J^S^^^^ A» ««*le ?J ^^"oSS* 
S5S!S! £^&S t SnSJSi3 C S?^ of Shelton. Conn. 06484. 

. . • -i p ^ nrr r^inn Text (5): rlnrk 42 that indicates the time 

^UiactuXng Eer £f£ U £ji c l fs^Itaf 25 ei.csnto* 43 th« coupled 

^cS" 2SS?JS^VS °f SI /cSelenerator 45. that 

descending register, that are coupled to ?hcspt^ * ed to acco unt meter 44 and 
SToSpleS .fiSffSJ t"e y" .rSI "i/coupf.d'to data center 40 and enoxw^ox 43. 

P Tir -r^/ptr>r 43, and a tesc Key , 



nrtnilP* r^rrrinHor Text (6): includes: an input device 48, that is 

?hat read by reader 49; and a manufactures location r cQde 

is reS by rSSerV Card 50 may tn * person who is operating the 

affixed thereto that contains mf ormat ^° n ^ 0 ^ t icle The information encoded m 

It rtat is producing the manufactured article. « weight, color of eyes, 

^^rmafbe the^ame, social . -e^itY^^i^g^act^ article. 

to inform, meter 25 of the serial * u ^" h f JSine or machines producing the 
SSSSSS article! « P^ the components that are used to 
produce the manufactured article, etc. 
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Test key 47 may be a.. 
pnr-rypt-.fid signal from- pncryptor 43. 



jjfcical key or a signal from data^fcnter 40 and/or an 



npf a ilrri npnrn prion Text . • 52 will be programmed with an encryption 

In operation e n rryptor 43 and P r ° ce ^°r 5; wiii o y y to U.S. Pat. No. 4,853,961, 
algorithm, as is known in the art Reference can ^ ^^° wherein suit able 
5,073,935 and 5, 142, 577. herein incorp^ated by ref er^ce ^ scheme( such as 

?fchniS? S can abused fofthe progSn^f processor S2 . 

create a unique encrypted bar code .^t " associacea loC ated at the site 

manufactured. Generator 45 is coupled to P"nter 54 «^ cn pr inter54_t.o_pr.int^ 
that produced the manufactured article Generat or 45 ^ ^l^^^^^-^e-^ 

ZgSfitt£ffiZ Sef SSoSSiS ^L'unique JSKSicl. 

piarmfg r-hiirp.d. 

R ppfailpd npgrriptinn Text UP ; ,. 55 af fi X ed thereto is 

I in order to ascertain if the ar ^ c l^ m ^^ n ^^^ics channel the bar code on tag 55 
^genuine and not diverted from its ^e^ed logistic contained in the bar code 
ps scanned by scanner 56 . The encrypted ^™^i on contain retrieved from 

I printed on tag 55 is retrieved and then compared againsc^inro ^ ^ information 



the scan 



-♦contained in invoice ^-J^^^^S^^^^^^^^ 
\\ d-if ferent_as5o^ates^documejnt^-per^ related 

K^sm^^^^^^ in£o ^ at ^ n J£ ^^^°H-rAe-i s-in-the corre ct 
'to-fehe-scanned' information on "^^^■g ^g" if for e^mpTe-The scanned article 

^i-st^iba-io^ 



invoice 26, 



CLAIMS : 

1. A system for identifying .^u^ntica^ng and^tr^g.a_ E ticle S of manufacture, 
said system compnsxng : 

one or more manufacturing meters thai : are locked at ^^f^f associated with 

manufactured article; 

on. or more printers located at ^«^^^SlSjS^^±f^S^ 
o£ said printers is coupled to one of said manuf «t»ring . information 

SySa^iiSS meters' %£r±££*£&£*~ i. '«i-d to the manufactured 

art i cle ; 

m eans fir producing information that is used to identify the manufactured article; 

and ^ 

^^§itm^^ 

producing means . 

2 The system claimed in claim 1, further including: 

^SSS^!^.^S^SS SS£ SMS o,^~Sef» 

articles in which ^ncggteg jjgo^ jgf^gf ' 

3. The system^LaTmei^^ meter further 

comprises : 

an ascending register that maintains a record of the number of articles for which 

pnrrypf^d information has been produced; and 
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a descending register that maintains a record of the number of articles which 
information has been authorized to be printed by said data center. 

5. The system claimed in claim 1, wherein the information encrypted by said meter 

contains a time stamp that identifies the time the manufactured article was 
produced. 

6. The system claimed in claim 1, wherein the information encrypt by said meter 
includes the location in which the article was manufactured. 

7. The system claimed in claim 1, wherein the information encrypted by said meter 
includes the machine that produced the article. 

8. The system claimed in claim 1, wherein the information encrypted by said meter 
includes the name of the person who operated the machine that produced the article. 

9. The system claimed in claim 1, wherein the information enrrypte . d by said meter 
includes the serial number of the article. 

13. The system claimed in claim 1, wherein said means for producing information 
produces pnrrypfpd information. 

14 The system claimed in claim 13, wherein the encrypted information may be 
invisible or invisible to the unaided human eye. 

is The system claimed in claim 1, wherein the information encrypted by said meter 
includes the Social security number of the person who operated the machine that 
produced the article. 

the article. 

19 A method for determining if a manufactured article is the same article described 
in a medium of expression, comprising the steps of: 

a nroducing .nr^^ data on a manufactured article that is uniquely associated 
witfthe manufacSSed article and the operator of the equipment that produced the 
manufactured article; 

b. producing information pertaining to the manufactured article on a medium of 

expression; 

c. ^r-ypMna at least a portion of the produced information on a medium of 

expression; 

d. placing at least a portion of the encrypted information derived in step c on the 
medium of expression; 

e comparing the information encrypted on the manufactured article with the 
information -n^rypi-Pri on the medium of expression; 

f . determining if the information in step e compares in order to authentic the 
article. 

20. The method of claim 19, further including the steps of: 

determining the number of manufactured articles in which encrypted information may 
be affixed. 
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CLAIMS : 

communication channel comprising: 

a colter readable medium having cottar program code bodied therein, the 

program code comprising: 

means for partitioning said data into a plurality of blocks in » system memory; 

..rt of said blocks to create a word that represents both a value 
STScSVSfBoS? anl Inldentlrier of each of said blocks; 

means for applying a pseudo-rando. function to each said word to create , pluraUty 

of enciphered words; 

means for combining said plurality of , ehciphered^ord s to create a tag,-, 

means for coining the tag and at lea^e data to create . dat, packet; and 

• 4-v,=> racket over the communication channel, 
means for transmittxng the data pacKet over , 

communication-channel comprising : 

a computer readable medium having computer program code eddied therein, the 

program code comprising: 

means for partitioning said data into a plurality of blocks; 

means for combining with each of said blocks a block identifier to create , word; 

Sti WKf tfS t »«M «"> - 

mean, for combining said plurality of enciphered words to create a tag; 

means for combining the tag and at least some data to create a data packet; and 

means for transmitting the dat, packet over the communication channel. 
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ABSTRACT : , 

_ ^ ♦.u^nr-at-inn within a data communication 
A method and system for providing data ^ ut ^ |nd provably secure. A data message 
inv^nment, in a manner which is J"*^ f ^^atS Sloc/is combined with a block 
t-n be sent is partitioned into data blocKS aawi , Dt)lied to each word to create a 
index to create^ a word A P-udo-rand o^-ction is applxe compr i sing the identity 
plurality of enciphered data strings An J^n £ * . a pseu do-random 

t-he sender and a counter value, is also , e ^^". re loaically combined.'to. create 
luncSorThese enciphered f ta agW j«^^ra«^g2d e S t of the other 
a tag. As the enciphering of a P^^lar wora of the others. The method and 
word!, each block can be enciphered independently aralle l or pipelined 

system can thus be P erf ^f^/^em generals a second tag which can then be 
^ared ^S^^KSFtS t^ete^ine message authentication. 

20 Claims, 10 Drawing figures 
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ABSTRACT: ^ ertain physical 

A system is disclosed for ^^i^ 1 ?^^^ not practicabl^duplicable 
phenomena or character 8 P?«*i ca £ y * ff^! the object (authenticator (T) ) is a 
Random variations in the object In one f°™< ^ J translucency pattern of which 
paper tag having a reference space (14 . trie vary * ± f the pape r. The 

is a measurable but practicably ^P 11 ^^ f^ce signals indicative of the 
reference space (14) is sensed to provide reference sig from some registered 

drying translucency. A. reference ^meral (lO^ is the p ^ lt 
form, as on the^un^JJ ™me value of puttin g encoded 

likely will be \ 7nTfngraphn na H\ g^gg for large reference files ._For , 

.information on ^e^ag^a^^.nee^for^a.l^^ ^(T^actually j 
( ve"rTf icatloiu freshly 'sensed ref erenc ^, s ^? na gi ana -i- s that- previouslywere" sensed as 
characteristic of the ^a-re^c^ 

characteristic of the tag (T) ■ M^^^i^v^c ateor^odu^n^tecti^a^d, 
autherAicator_.(TL, ^}^^^n^&^^m£kc±dSS^ tKe"measurible 
,m^ip^fi»on^BifferSnt--forTns-of tags ( W ^ ivit and reflectivity. Apparatus 
characteristic of which involves light transm^ssi y disclosed. In an 

"or spectro^^J^^^^^^^M^ tiags and processing 
illustrative form of a tag j(T) as a "^. d 55|-^ ;i:nted _ imag e S ' (214) . The magnetic 
BETE S^sS"^"*-^ ™i„ 9 i~io» ca lx«. 



and sales channels 
20 Claims, 19 Drawing figures 
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DOCUMENT- IDENTIFIER: US 4785290 A 

TITLeT Non-counterfeitable document system 



Ahr.l-ra^ Tevt (D : . ... f . aHnn , n nbiect on the basis of certain physical 

A system is disclosed for ^the^^^aSSrSlS? bSt not practicably duplicate 
phenomena or character specifically. meas ^ at> ^; object (auth enticator (T) ) is a 
?andom variations in the object. In one f °™' v ^. 3 translucen c y pattern of which 
paper tag having a reference space (14 ,tne characteristic of the paper. The 
If t mealurable but practicably ^duplicable ^ g ^ ls indic ative of the 

reference space (14) is sensed to Provide reference a ided from some registered 
varying translucency . A reference ™F al J^^ 3 ( ^ is readily accessible, it 
foS. Is on the tag or u**™^^ Tt he value of putting encoded 
likely will be ^rypTn^P" 1 for large reference files. For 

information on W_.tag._.to- avoid -the need g ar | from the tag (T) (actually 
verification, freshly sensed ref eren " /^f^- a | * that previously were sensed as 
characteristic of the tag) are W^^ B iSclo.ed .s P »pecif ic forms of the 
characteristic of the tag T) . ^f^tures a a uthenticator production, detection and 
authenticator (T) along with apparatus for auth jnt P^ measurable 

manipulation. Different forms of ^ags are and reflectivity. Apparatus 

characteristic of which ^volves ligh t t rans ^s y ^ ^ di£jclosed . In an 

SffiTS a^SI^So^frecoSo KVor deveiopins information on shelf Ufa 
and sales channels. 



^p piirat-i nn Fil^g nat "- e 

1 Q«7n4T0 



Brief Summary Text (4): identifications have also been applied to 

IaVUMHfeUraft 1 - nU ^£^^uSnii2Soi St. failing either complete cooperation 
pj^te .f or . .theVpurpos e o ^^"^^g ct | on ' and policing program, such 

^^^^^e^fig^gtg^mpu^ity,. 

rnri rf Summary Te.xt-lS.L: -p, <^rT~ ~ f ^TrT a j-'"-i rin is important in a variety of 

Brief Summary Text (6) : r-ecoanizinq that an effective system of 

The present invention is based ^recognizing u random characteristic. The 
authentication can utilize a device with ^ c ° b ^| c £ eristics a re readily available 
system also recognizes that °^ects witn s duced and used inexpensively, 
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. , ,, • n ^^ r w r< . war h-H-^ a 4-T V - f? n C oded-ana-recorde(|^ the medium to provide a) 
self : ^ntainea ca«KH_^^^a comprises boncT paper. A defined area of each 

P S Y ^ C o£ oSr hal 1 spJcmSd pattern of Selected locations. Based on the 
ch e arac?er? ? c ^^g^^t-^tioj, reference ^^—e^ 

£ S.-?£? ^utS^^ Q f aSScSrSnals. 

SIB 

genuine . 

Brief Rnrnmaryjext (12) : svs tem hereof may be variously implemented using 

=3eSs-.--s,".-as~ « " - s *-"» » ™ - 

the authenticator media. 

paring PP^rripH on Te^ to the present 

Invention illustrated for use ih^6ciation-with-a product; 

pe^ilpri ^^^t^ 11 ^^ ^^ a shoe s i s fragmentary represented along with an 
52 Kg " is identified Sith ?he shoe S by the similar numbers and 12 -However, more 

10. 

npffiilprl Tta n rripHon Text (4) : authentic) verifies the genuine nature of 

employed only to identify a single article. ™" c °,j e - counterfeit shoe 

5ouif?ea?e a t h *1enS„e C sno.°l Shout\n' alSnticIlor thereby presumably reducing 

its value. 

locations could be uniform and the information on the f ^teristic p freshly 
producUon or large monetary value, e.g.. graphic art prints. 

K^&STlSS l7\ Afh i^^-^LTcodf-rd^.^t S°S £f 18 ls 

appreciable STSMS. digits' <aecooed word ^including words so. ». 
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=r,H rr above) n™> ^ ^o r r^phi rail y coded into a cojjfc word designated CW. 
SSnse^uently S #e^2rd<5^not identify di»ly with the digits of the 
de?odS word DW, alfnough the data of each include: one digit indicative of the 
or f set or location of the array 28, nine digits which indicate the six predetermined 
location! or addresses of the selected squares in the array pattern, and six digits 
indicative of the translucency at the selected squares. 

gfwo^ r^rSlp^rer w^h^iscellaneous data as^ndicated above and reduced to 
the form of the reference number 10 which is printed on the mifhpnf Tcatn t tag T. The 
£S T is then available for mithenH ration to verify the likelihood that an 
SSoJiSed-S^uct is genuine without reference to other memory. Thus, it is not 
necessarj in Sis impllmentation to store inventories of tag characteristic data 
separate from the tags themselves. 

^^uKti^iSn^ tiBt^ration, the authentication system of this 
S^nSrL^ptflaraphically decodes a portion of number 10 (code, word CW) to 

EilSS»"fi - ^?!™ tte ,nS^SS5 inactive o £ ' 

Se £eviously™bserved value of the physical characteristic at each of such 

individual squares . 

S^arle^c^^ are well known in the prior art and may be 

employed^ eKimeSs of the present invention. As illustrated in FIG 7 a form 
of erinlaiaranhic encoder 58 receives the contents of the register 56 (sixteen aigics 
of S word £w for . nT ^o g^pbic encoding to provide the coded word CW for the 
orinied reierence number 10 The digits of the word CW are supplied to a register 60 
which also SceiveS the miscellaneous data portion or code word I W fF^"'*' 
62 in that fashion, the register 60 receives the reference number PN which, in one 
operating format, is imprinted on the tag T (FIG. 1) . 

^^^^I^S^orVte a readout device for providing the reference number 
\0 (representative of word PN) . Alternatively, the signals representative of the 
number^? £ employed to drive any of a variety of printing ^^1^°^^ 
^identification number on the tag mif henri natnra T. If desired, as indicated 
2ove the identification number may also be placed on the article or product for 
£lT (number 12? FIG. 1). In an another arrangement, the PN register 60 may be 
connected to a magnetic recorder 64 for recording the number PN on the authenticator 
^^identifies thl authenticator incorporating a magnetic recording surface as 
dLcSed in detKl below. A system of continuous operation for producing complete 
authenticators also is described below. 

r ig nirreprrsen^t^onrfr om'the register 72 (comprising the code word CW) are 
allied to rSpWraphic decoder 74 which functions during an interval of a timing 
llfnll tb to dSSSTEI decoded word DW, signal representations for which are 
placed in a register 76 during the interval of the timing signal tc. 

Coincidence, e.a. two of the six digits may compare. In a related fashion, 
the~disDiav~of numeral "2" indicates a greater degree of comparison, ana u ie 

indicated full coincidence. Thus, the observer is afforded with an indication of 
the deqree of coincidence? and in that regard, some latitude may be tolerable or 
desirable as of an acceptable mifnenti rati on. As indicated above, the display 

80 may llsl mSifest various data as the product batch number or even a specific 
proSSt number. In that manner, the system of the present invention "useful in 
detecting diversion of products as well as the counterfeiting of products. 

^^^^on { "l[ : m ,y be seen that.the system of the present invention 
affords an authenticator that cannot be production copied m a commercially 
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practical device. *f. c^pt— c code -V™f lairing 
living person. 

- r ri nF c; r r-i p t-inn Text (43] I : M v,i^h mav be sensed as disclosed in the 

JSSSing various degrees of c«^wd*i*^ be environment ma y permit 

svstem of FIG. 8, the material of ^ ™J te ""f^ r with regard to other prorhicr . s . , 

being repeatably scannable, preservaDie, 
patterns discussed above. 

S ant sixteen digits of the »°'* ^J^SSlS encoded and simply indicates 
S consisting of ten digits) ^ r i ' e ncoding , an identification of 

miscellaneous information or data, e.g. " e ™ d t information , and the like. 
SeSrynrngranhic encoding technique used product ^ ^ register 126 to a 

SS& unirflf SHirecf disS/iSustrated as -data- in ™. s. 

»?%g&£S&££2'~« St ^ th ^^r»ded e dfglcf are^ec^ed to 
"S^Hs - ^ ^ Vindicating' thrift 

-r^ti^^^ 

Sta »rd°?C~or *«S <* lb. preselected squares . 

S IS is processed by the ^^gfTSrSon or ?nat "ord P i... ^^V^'der 

133 to the transport and pulse ^nerator Accordingly, the digit SD is 

SD manifests the predetermined amount or or we 1Q4 to advanC e the 

Scoded and used by ^."SS^'^iSortioSS^the numerical value of the digit 

authenticator 102 a small distance, propo 

SD. 

i-i, ,-i nrrirrirtt-i"" Tpxt "- < 75) : . A e „: rable f or small production articles, the 

Z an alternative implementation, ^emed suitable for sma p gr memory for test 
^LvLteristic codes of authenticates may be "gistere Q ^ ld be mea sured 

verlficltion'specifically, ^SSlfSf^STl" i°JzSK. The code word would 
or sensed to provide a characteristic coae l nil ^ H r»tnr accompanying 

placed on a list to be scanned for ^f^ff^n^ forms where 

the prudL,. Various other ^^^£tto jr^^ ^f^g^ 
ffil^L^l 0 ^^ *~cf£ S« S%re t 2oveie P tailed 

SSSed in the system. » ^J^^SSbS scannable, preservable and unique. 

ir^^^^ *™ 5ariatioJ may also be 

assurance against counterfeits. 

^Sof^le^ o^tags f s ™ve - 

-errs ind-tne^i-s ^Hz^Jas^* s^s SE^ 

are provided to the computer in a t^' 3 ^ com £ u t er , specifically being sampled at 

*vk<iJzz^^T sS Stfiioi £ Sordi„g?v s ?f iriSi of 

IignatSndiSelpeciric SatSfonlhe^s under consideration and the 
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translucency at su^ locations. A representative word (encrypted) is then 

formed for record^ on the stripe 330 of the tab 

S en er^ l ly^tnrauinentica tor'Is'used by selecting a path in relation to certain of 
theenaraved dots e.g., a path 360 between the dots 354 and 359. The measurable but 
lot Practicably dupUcable characteristic is then sensed along the path 360 to 
provide a s?gnal that identifies the paper 350. The path 360, as well as he 
observed analoa signal may be registered in an pnrryptf . rt numeral 362. Accordingly, 
SnScSon 9 o? ?he paper 350 involves decoding the numeral 362. sensing the 
measurable but not practicably duplicable characteristic along the path 360, then 
comparing (at least P in part) the sensed characteristic with the values registered 
for that characteristic. 
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